(

Advt. No. N-22022/20/2022-NeGD

Digital India Corporation
Electronics Niketan Annexe, 6, CGO Complex Lodhi Road,

New Delhi — 110003
Tel.: +91 (11) 24360199, 24301756
Website: www.dic.gov.in

Web Advertisement
09.05.2023

Digital India Corporation has been set up by the ‘Ministry of Electronics & Information
Technology, Government of India’, to innovate, develop and deploy ICT and other emerging
technologies for the benefit of the common man. It is a ‘not for profit’ Company under Section 8 of the
Companies Act 2013. The Company has been spearheading the Digital India programme of the
Government of India, and is involved in promoting use of technology for e-Governance/e-Health /
Telemedicine, e-agriculture, e-Payments etc. The Digital India programme promotes safety and
security concerns of growing cashless economy and addresses challenges confronting its wider
acceptance. It also promotes innovation and evolves models for empowerment of citizens through
Digital initiatives and promotes participatory governance and citizen engagement across the
government through various platforms including social media.

Digital India Corporation is currently inviting applications for the following positions purely on
Contract/ Consolidated basis.

Sr. No. | Name of the Post No. of Vacancy
1. Cloud Infrastructure Manager 1
2 Cloud Security Manager 1
3 Cloud Architect 1
4 Helpdesk Manager 1
5 Release Manager 1
6 Application Development Manager 1
7 Application Architect (Backend) 1
8 Application Architect (Front End + Mobile) 1
9 Application Security Architect 1

10 Quality Assurance Manager 1

** The place of posting shall be in New Delhi but transferable to project locations of Digital India
Corporation as per existing policy of Digital India Corporation.

Screening of applications will be based on qualifications, age, academic record and relevant experience.
Digital India Corporation reserves the right to fix higher threshold of qualifications and experience for
screening and limiting the number of candidates for interview. Only shortlisted candidates shall be
invited for selection interviews. Digital India Corporation reserves the right to not to select any of the
candidates without assigning any reason thereof.

The details can be downloaded from the official website of DIC, NeGD, MyGov, & MeitY viz.
www.dic.gov.in, www.negd.gov.in, www.mygov.in, & www.meity.gov.in

Eligible candidates may apply ONLINE: https://ora.digitalindiacorporation.in/
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1. Job Description: Cloud Infrastructure Manager

Designation: Cloud Infrastructure Manager
Location : New Delhi

Project : DIKSHA Project

Job Objective

The Cloud Infrastructure Manager will be responsible to Manage Cloud infrastructure for the Project,
Monitors and Plan System Downtime for the program, Responsible for RCA and reporting.

Roles and Responsibilities

e Monitors and Plan System Downtime for the program including SLA's of vendors - CSP for
approval of usage

¢ Enables Performance Maintaining and improving as per SLA

e Enables application performance monitoring

e Security Policy and monitoring , Preventing cyber security incidents, logging events

e Manage Access to Cloud infrastructure

e Manage Application Build & Deployment

e Responsible to monitor applications as per SLA

e Manage Software tools, licenses and upgrades across all environments

e Responsible for RCA and reporting

e Responsible for relevant reporting and documentation including updates

Education
B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

At least 8+ years of experience in Lead Cloud Infrastructure Management.
Experience to Lead Cloud Infrastructure Management

Experience of CICD Devops platform Hands-on

Experience of Cloud Open source Deployment Containers/Kubernetes/ Ansible etc
Experience of working on Open Source Technologies / Licensing & Environments
Experience of hands on working on cloud deployed software
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2. Job Description: Cloud Infrastructure Manager

Designation: Cloud Security Manager
Location : New Delhi

Project : DIKSHA Project

Job Objective

The Cloud Security Manager will be responsible to Manage Infrastructure and Cloud Security along with
over all IT Solution Security.

Roles and Responsibilities

Infrastructure and Cloud Security along with over all IT Solution Security
Deployment & Assessment in Operations

Security Audit & Compliance

Create Program Security Vision

Program Level Bill of Material for License Policies

Help Evaluate New Technologies Open Source

STQC Audit & Security Audit of all applications

Compliance to various Govt. guidelines on data security, website guidelines etc.

Education
B.E/ B Tech prefer Computer Science/ M Tech / MCA.

Desirable Skills & Experience

e Atleast 5+ years of experience in Lead Cloud Infrastructure Management

e Experience of Cloud Security of IT Application Deployed on Cloud

e Security & Technical Architecture understanding and experience of project implementation
and running operations

e Cloud Application Deployment, Services & Technologies

e Any Security Certification (Certified Information Systems Security Professional (CISSP),
Certified Information Security Manager (CISM) or any other comparable Certification
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3. Job Description: Cloud Architect

Designation: Cloud Architect
Location : New Delhi
Project : DIKSHA Project
Job Objective

The Cloud Architect will be responsible for Technical Architecting deployment on Cloud, Optimization
including Security.

Roles and Responsibilities

e Responsible for Technical Architecture deployment on Cloud, Optimization including Security
e Responsible for Cloud migration, business continuity as per SLA's , BCP, DR

e Responsible for All environments including Software Licenses upgrades / Tools/ performance
e Responsible for Security Policy for Application

e Responsible for enabling architecture to meet vendors SLA expectations of end user

Education
B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

At least 5+ years of experience in Lead Cloud Infrastructure Management

Experience of Cloud Architecture for application on Open Source Technology stack
Experience of Cloud Migration including Application Migration

Experience of Software Development

Experience of Architecture for Software

Experience of full life cycle of a project including Operations & Maintenance phase of a
application
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4. Job Description: Helpdesk Manager

Designation: Helpdesk Manager
Location : New Delhi

Project : DIKSHA Project
Job Objective

The Helpdesk Manager will be responsible for managing the Issue tracker & Knowledge Management
of Issues reported. Responsible for stakeholder issue resolution and closure in timely manner and
satisfaction.

Roles and Responsibilities

Responsible for Issue tracker & Knowledge Management of Issues reported

Responsible for CRM tool, reporting and planning of helpdesk staff of vendors
Responsible for stakeholder issue resolution and closure in timely manner and satisfaction
Responsible for periodic reporting and knowledge management

Responsible for RCA and Reporting

Responsible for relevant reporting and documentation including updates

Education

B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

At least 10+ years of experience in Helpdesk

Experience of Helpdesk Support Lead

Experience of CRM/ Ticket management tool, reporting

Experience of IT Systems Deployment and L1 L2 support hand-ons role
Experience of working in a India Call center / stakeholder program
Experience of a SDLC Project Support
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5. Job Description: Release Manager

Designation: Release Manager
Location : New Delhi
Project : DIKSHA Project
Job Objective

The Release Manager will be responsible for managing the process for Release of product,
enhancement, bug fixes.

Roles and Responsibilities

e Define SOP's, KPI's, processes for Release , enhancement, bug fixes

e Performance Benchmarking of applications

e Responsible for Cloud Migration with vendors

e Responsible for UAT, Automation of process, final code signoff

e Responsible for planning, reporting, managing on enchacements/ new releases
e Responsible for relevant reporting and documentation including updates

Education
B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

e  Atleast 8+ years of experience in Helpdesk

Experience of Development Lifecycle in a project upto Operations and Release Management as an
activity

Experience of Cloud Deployment

Experience of DevOps Agile tools and reporting in Jira or similar tools

Experience of working with multi stakeholder

Experience of Estimation of a development, bug fixing L2 L3 support

Experience of API based software implementation
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6. Job Description: Application Development Manager

Designation: Application Development Manager
Location : New Delhi

Project : DIKSHA Project

Job Objective

The Application Development Manager will be responsible for managing New Development,
Enhancement and Existing Application performance monitoring of platform and day to day operations.

Roles and Responsibilities

Responsible for New Development and Existing Application performance monitoring of
platform and day to day operations

Responsible for bug fixing overseeing for L2, L3 estimation and RCA

Responsible for UAT to release to production , load testing and Sandbox for API and ecosystem
Responsible for Load Testing, performance Testing, API components, Sandbox and all
environments upkeep monitoring and availability

e Responsible for compliances to policies for platform - portal, security, UI/UX etc

e Responsible for Issue Analysis, Resolution, reporting and tools for Operations

e Responsible for transition of platform applications with vendors, Licensing Policy

e Responsible for relevant reporting and documentation including updates
Education

B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

At least 8+ years of experience in Application Development

Experience on DevOps/ CI CD Cloud Technologies

Experience of Github, Code repository, Cloud deployment

Experience of automation

Experience of ecosystem/ stakeholder management for sandbox and API system
Experience of Operations lead for a large scale open source platform

Experience of Software Development, Performance Benchmarking and Audits
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7. Job Description: Application Architect (Backend)

Designation: Application Architect (Backend)
Location : New Delhi

Project : DIKSHA Project

Job Objective

The Application Architect will be responsible for managing Understand existing Architecture, Help to
Design Deployment Architecture.

Roles and Responsibilities

Understand existing Architecture, enable transformation to New Software Development &
ongoing Enhancements

Software Licenses - Upgrades or New

Estimation of Bill of Material & Bill of Services

Adoption of Open Source Software IPR , Support R&D

Help Design Deployment Architecture

New Requirements - Business / Functional to Design Development, to UAT to Go-Live

Work with Program team for Design Thinking workshops and requirements

Work with Product Solution Manager for Roadmap of Platform

Work with Govt. Ministry, State Govts for new Services, Requirements, or Global Trends
Work with Support & Operations for L2 and L3 Issues including RCA

Develop SOP, KPI's for various processes, tasks, services, update and maintain Program
documentation

Education

B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

At least 8+ years of experience in Software Application

Experience in Java/ Open Source & DataBase

Experience in MicroServices

Experience in Integration / API's

One Project as Architect for Design Development & Implementation preferably in Agile Mode
of a MicroServices based application

Cloud Deployment one project

Experience of Source code repository GitHub

Experience of Tools like JIRA, Jenkins, CI CD, Dev Ops
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8. Job Description: Application Architect (Front End + Mobile)

Designation: Application Architect (Front End + Mobile)
Location : New Delhi

Project : DIKSHA Project

Job Objective

The Application Architect will be responsible for managing and Architecting application in Java or Open
Source Stack, Mobile app

Roles and Responsibilities

Responsible for Technical Architecture of Application, new enhancement, cloud readiness
Responsible for following principles and policies for National Level Application/ Platforms
Responsible for guiding vendors for meeting the SLA's as expected from business
Responsible for guiding the application to Open Source Technology and Zero License cost
Responsible for Estimation inputs of new Solution or Enhancement / Change - Update

Will be responsible for new application creation.

Will be responsible for focusing on different components of mobile apps and device software
as well as understanding each layer of software architecture, including the user interface and
data collection.

Will be responsible for creating technically sound application for adoption for Web or Mobile
All Channels

Will be responsible for Architect, design, and develop scalable, resilient and fast mobile
applications.

Lead and participate in producing deliverables (including architecture new or existing
enhancements

Work with integration of various channels including CHATBOT

Education

B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

At least 8+ years of experience in Helpdesk

Experience of Architecting application in Java or Open Source Stack
Experience of Application Development full lifecycle

Experience of Cloud ready application architecture

Experience of API, Microservices bases architecture

Experience of application with Mobile

Experience of RBDMS and Big Data Lake preferred
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9. Job Description: Application Security Architect

Designation: Application Security Architect
Location : New Delhi

Project : DIKSHA Project

Job Objective

The Application Security Architect will be responsible for managing and architecting Application
Security. Security Audit & Compliance.

Roles and Responsibilities

Application Security Architecture

Deployment & Assessment in Operations

Security Audit & Compliance

Create Program Security Vision

Program Level Bill of Material for License Policies

Help Evaluate New Technologies Open Source

STQC Audit & Security Audit of all applications

Compliance to various Govt. guidelines on data security, website guidelines etc.

Education

B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

At least 6+ years of experience in Application Security

Experience of Application Development

Security & Technical Architecture

Cloud Application Deployment, Services & Technologies

Any Security Certification ( Certified Information Systems Security Professional (CISSP),
Certified Information Security Manager (CISM) or any other comparable Certification

Page 10 of 12



(

10. Job Description: Quality Assurance Manager

Designation: Quality Assurance Manager
Location : New Delhi

Project : DIKSHA Project

Job Objective

The Quality Assurance Manager will be responsible for Quality Assurance of the product.

Roles and Responsibilities

e Responsible for Audits, Audit Planning, Compliance to Security, Data Privacy Policy adherence,
Security Audit

¢ Responsible for maintaining SOPs for Testing, Quality Assurance, Automation of QA/ Testing

e Responsible for CMMi Level 5, adherence on processes for Platform

e Responsible for inputs on Estimation for new release, bug fix, UAT Signoff for each release

e Responsible for Quality Processes and documentation upkeep updates

e Responsible for Estimation inputs of new Solution or Enhancement / Change -Update

Education
B. Tech/B.E/ M.Tech/ MCA preferably in Computer Science or Information Technology

Desirable Skills & Experience

e Atleast 10+ years of experience in Application Security

Experience of testing, software development

Experience of API, Sandbox environment, Agile devOps

Experience of Automation in testing

Experience of Functional , Regression, System testing , Performance Testing, Integration
Testing, various environments

Experience of Mobile Testing and Cloud environment

Experience of Tools for reporting, defect tracking
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General Conditions applicable to all applicants covered under this advertisement:

Those candidates, who are already in regular or contractual employment under Central / State
Government, Public Sector Undertakings or Autonomous Bodies, are expected to apply through proper
channel or attach a ‘No Objection Certificate’ from the employer concerned with the application OR
produce No Objection Certificate at the time of interview.

Digital India Corporation reserves the right to fill all or some or none of the positions advertised without
assigning any reason as it deems fit.

The positions are purely temporary in nature for the project of Digital India Corporation and the
appointees shall not derive any right or claim for permanent appointment at Digital India Corporation
or on any vacancies existing or that shall be advertised for recruitment by Digital India Corporation in
future.

Digital India Corporation reserves the right to terminate the appointments of all positions with a notice
of one month or without any notice by paying one month’s salary in lieu of the notice period.

The maximum age shall be as on the last date of receipt of the applications. Screening of applications will
be based on qualifications, age academic record and relevant experience.

In case of a query, the following officer may be contacted

Ms. Vinaya Viswanathan
Head- HR
Digital India Corporation
Electronics Niketan Annexe,
6 CGO, Complex Lodhi Road,
New Delhi — 110003
Phone No. 011-24303500, 24360199
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