eF. no. 2(1)/2022-CL
Government of India
Ministry of Electronics and Information Technology (MeitY)
(Cyber-Laws and Data Governance group)

Electronic Niketan, 6, CGO Complex
Lodhi Road, New Delhi — 110 003
Dated 03 November 2023

Office Memorandum

Subject:  Gazette Notifications regarding date of appointment on which the provisions of the
Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023), insofar as it
relates to serial numbers 32 and 42 and the entries relating thereto in the Schedule
to the said Act relating to the Information Technology Act, 2000 (21 of 2000) and
the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and
Services) Act, 2016 (18 of 2016), shall come into force

The undersigned is directed to convey that vide serial numbers 32 and 42 and the entries
relating thereto in the Schedule to “The Jan Vishwas (Amendment of Provisions) Act, 2023
(18 of 2023)” [“Jan Vishwas Act”] enacted on 11" August, 2023, eleven (11) sections of the
Information Technology Act, 2000 (“IT Act™) and one (01) section of the Aadhaar (Targeted
Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016 (*“Aadhaar Act™)
were amended through the said Schedule to the Jan Vishwas Act. The same has been published
in the Gazette Notification on 11" August, 2023, and is available at the following link:

https://egazette.gov.in/WriteReadData/2023/248047.pdf

2, In this connection, the undersigned is also directed to invite the attention of the
addressee Ministries/Departments, State Governments/ UT Administrations, UIDAI,
Controller of Certifying Authorities and CERT-In, for information and action as appropriate,
to this Ministry’s following notifications published through the Official Gazette on 31*
October, 2023, namely,—

(i) Notification (Extraordinary) regarding date of appointment on which the provisions of
the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 0f2023), insofar as it relates
to serial number 32 and the entries relating thereto in the Schedule to the said Act
relating to the Information Technology Act, 2000 (21 of 2000), shall come into force.

- Date of appointment is 30" November, 2023.

The said Notification vide S.O. 4745(E) dated 31.10.2023 is available at the following
link:
https://egazette.gov.in/WriteReadData/2023/249809.pdf

(ii) Notification (Extraordinary) regarding date of appointment on which the provisions of
the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 0f2023), insofar as it relates
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to serial number 42 and the entries relating thereto in the Schedule to the said Act
relating to the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits
and Services) Act, 2016 (18 of 2016). shall come into force.

- Date of appointment is 30" November, 2023.

The said Notification vide S.O. 4746(E) dated 31.10.2023 is available at the following
link:
https://egazette.gov.in/WriteReadData/2023/249810.pdf

(iii) Notification (Extraordinary) regarding amendments to the Information Technology
(Qualification and Experience of Adjudicating Officers and Manner of Holding
Enquiry) Rules, 2003 namely- the Information Technology (Qualification and
Experience of Adjudicating Officers and Manner of Holding Enquiry) Amendment
Rules, 2023.

The said Notification vide G.S.R. 808(E) dated 31.10.2023 is available at the following
link:
https://egazette.gov.in/WriteReadData/2023/249813.pdf

Copy of the above notifications vide paragraph 2 (i) to (iii) are also enclosed herewith vide
Annexures-I to III.

3. The amendment provisions relating to the IT Act and Aadhaar Act under the Jan
Vishwas (Amendment of Provisions) Act, 2023 are enclosed herewith vide Annexure-1V.
Further, the amended provisions in respect of 11 sections under the IT Act and in respect of 01
section under the Aadhaar Act as they stand after enactment of the Jan Vishwas (Amendment
of Provisions) Act, 2023, are placed at Annexure-V.

4. This issues with the approval of the Secretary, MeitY.
" 2032
09| \
(Notan Roy)
Scientist E
Tel.: 011-24301706
Email: notan.roy@meity.gov.in
To:
(1) All Secretaries to the Government of India (As per list)
(2) Chief Secretaries/ Administrators, All State Governments / UT Administrations
(As per list)
(3) CEO, UIDAI, MeitY
(4) Controller of Certifying Authorities, MeitY
(5) DG, CERT-In
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Important Links for accessing the Gazette Notifications

(i) Notification (Extraordinary) regarding date of appointment on which the provisions of
the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023), insofar as it relates
to serial number 32 and the entries relating thereto in the Schedule to the said Act
relating to the Information Technology Act, 2000 (21 of 2000), shall come into force.

- Date of appointment is 30" November, 2023.

The said Notification vide S.O. 4745(E) dated 31.10.2023 is available at the following
link:
https://egazette.gov.in/WriteReadData/2023/249809.pdf

(i) Notification (Extraordinary) regarding date of appointment on which the provisions of
the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023), insofar as it relates
to serial number 42 and the entries relating thereto in the Schedule to the said Act
relating to the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits
and Services) Act, 2016 (18 of 2016), shall come into force.

- Date of appointment is 30" November, 2023.

The said Notification vide S.O. 4746(E) dated 31.10.2023 is available at the following
link:
https://egazette.gov.in/WriteReadData/2023/249810.pdf

(ii1) Notification (Extraordinary) regarding amendments to the Information Technology
(Qualification and Experience of Adjudicating Officers and Manner of Holding
Enquiry) Rules, 2003 namely- the Information Technology (Qualification and
Experience of Adjudicating Officers and Manner of Holding Enquiry) Amendment
Rules, 2023.

The said Notification vide G.S.R. 808(E) dated 31.10.2023 is available at the following
link:
https://egazette.gov.in/WriteReadData/2023/249813.pdf
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Annexure-|

et & Stoger- 33004/99 REGD. No. D. L.-33004/99

Che Gazette of India

dr 5.3 T 31.-31102023-249809
CG-DL-E-31102023-249809

ST
EXTRAORDINARY
T [I—vE 3—IT-T (i)
PART II—Section 3—Sub-section (ii)

TR ¥ WA
PUBLISHED BY AUTHORITY

. 4557] 7% Rl ATeraTR, STeRET 31, 2023/Fdw 9, 1945
No. 4557] NEW DELHI TUESDAY, OCTOBER 31, 2023/KARTIKA 9, 1945

TR iR AT Wenfrft e
FrftrgEeT
7 faeelt, 31 sFzaw, 2023

M. 4745(F). —Fes 19 TCFT, T Foame (Suerat 7 Gorres) afafe=rm, 2023 (2023 #7 18) #r
g 1 ¥ ST (2) FIIT TE orfFAT T 9= FEA gu, 30 FH9%, 2023 F IH avird F w7 F Faa
FTAT & o g et afaf= e, 2000 (2000 7 21) & =i s afat=y i aqa=t & =t
T FH AT 32 A7 SHH TTAT AATSAT 7 Gy 2, S ATAH=T F 3U= T 2|

(7.3, 2(1)/2022-1rer]
FET ==, A S

froqur : gor afaffem g F Tores, gEraren, 9 L @ 1§ 2000 F ataftEw de 21, i
9 9, 2000 FTT WG f3Fam Tar =7 @i qerarg 2009 v faffaw werw 10, aria
5 %Y, 2009 FTT FTITA 3 aram = |

6893 GI/2023 1)

Page 4 of 20



2 THE GAZETTE OF INDIA : EXTRAORDINARY [PArRT II—SEC. 3(ii)]

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the 31st October, 2023

S.0. 4745(E).—In exercise of the powers conferred by sub-section (2) of section 1 of the Jan Vishwas
(Amendment of Provisions) Act, 2023 (18 of 2023), the Central Government hereby appoints the 30" day of
November, 2023 as the date on which the provisions of the said Act, insofar as it relates to serial number 32 and the

entries relating thereto in the Schedule to the said Act relating to the Information Technology Act, 2000 (21 of 2000),
shall come into force.

[F. No. 2(1)/2022-CL]
SANDIP CHATTERIJEE, Scientist ‘G’

Note : The principal Act was published in the Gazette of India, Extraordinary, Part IL, Section 1, vide the Act number
21 of 2000, dated the 9™ June, 2000 and subsequently amended vide the Act number 10 of 2009, dated the
5% February, 2009.

Uploaded by Dte. of Printing at Government of India Press, Ring Road, Mayapuri, New Delhi-110064
and Published by the Controller of Publications, Delhi-110054.  ApT KUMAR D97l sines by aut

KUMAR JAISWAL

JAISWAL ?f:xgm 1031194612
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Annexure-I11

et &, Stoger- 33004/99 REGD. No. D. L.-33004/99

Che Gazette of Iudia

1.3 -2, T -37.-31102023-249810
CG-DL-E-31102023-249810

FTETIOT
EXTRAORDINARY
T [I—TE 3—IT-Te (i)
PART II—Section 3—Sub-section (ii)

grfAET ¥ TR
PUBLISHED BY AUTHORITY

H. 4558] 7% R, FTeER, SEET 31, 2023/Ew 9, 1945
No. 4558] NEW DELHI, TUESDAY, OCTOBER 31, 2023/KARTIKA 9, 1945

TR i gEAT SN s
Fftrg=T
7% fEeelt, 31 a=g@w,, 2023

FTIT. 4746(3T). —Fwr T TLHTT, T Foamer (SU=rert 7 Ferrer) afata=w, 2023 (2023 #T 18) Fir

g 1 #F¥ STETT (2) FTIT g2 AT w1 9= F gu, 30 FHa7, 2023 F IW avirg F w7 F Foa

F7AT & Frrarr arame (Bl 4w ger aeraft, siEarat G famat w1 afeaa gt afafe=y, 2016

(2016 =T 18) ¥ weta S Ataf==w £ aqg=T T Ter TF FH AT 42 A7 IO AT wAr2AT FT
T F, I AT F ITFT TIT 2

[T, . 2(1)/2022-fmrer]

LT TS|, = S

froqur - g aferf=eEe s F T, aErhre, 9 L, " 1§ 2016 # atafraw e 18, arvig
26 wT=, 2016 FTET T AT AT AT @i qerAr 2019 # wfgfaw senrw 14,
24 J@TE, 2019 FTeT HerterT 2 =T ar

6894 GI/2023 )
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2 THE GAZETTE OF INDIA : EXTRAORDINARY [PArRT II—SEC. 3(ii)]

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the 31st October, 2023

S.0. 4746(E).—In exercise of the powers conferred by sub-section (2) of section 1 of the Jan Vishwas
(Amendment of Provisions) Act, 2023 (18 of 2023), the Central Government hereby appoints the 30% day of
November, 2023 as the date on which the provisions of the said Act, insofar as it relates to serial number 42 and the
entries relating thereto in the Schedule to the said Act relating to the Aadhaar (Targeted Delivery of Financial and
Other Subsidies, Benefits and Services) Act, 2016 (18 of 2016), shall come into force.

[F. No. 2(1)/2022-CL]
SANDIP CHATTERIJEE, Scientist ‘G

Note : The principal Act was published in the Gazette of India, Extraordinary, Part II, Section 1, vide the Act number
18 of 2016, dated the 26" March, 2016 and subsequently amended vide the Act number 14 of 2019, dated the
24" July, 2019.

Uploaded by Dte. of Printing at Government of India Press, Ring Road, Mayapuri, New Delhi-110064
and Published by the Controller of Publications, Delhi-110054.
Y ' AMITKUMAR (2 i

JAISWAL nm-;ou 103119:43:40

0573
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Annexure-111

et &, Stoger- 33004/99 REGD. No. D. L.-33004/99

JISIGd
Che Gazette of India

1S3 T 3.-31102023-249813
CG-DL-E-31102023-249813

ST
EXTRAORDINARY
T [I—avE 3—IT-Tv (i)
PART II—Section 3—Sub-section (i)

grfAET ¥ TR
PUBLISHED BY AUTHORITY

. 629] % Ry, weETR, SeREy 31, 2023/ 9, 1945
No. 629] NEW DELHI, TUESDAY, OCTOBER 31, 2023/KARTIKA 9, 1945
RRIRF R g et wa

7% faeeft, 31 w=rgEw, 2023

T w1, 808(3r). T HYHTT, TAT WTRTHERT Afart==rw, 2000 (2000 FT 21) #T g7 87 #¥
ITLTT (2) F @ (F) d¥ G (F) T TIT ATFAAT FT TAN FA gU, TAAT SR (= Fores
gftrrdy &7 Sreafirr gttt F47 99T G qr= F4 fir @) F=m, 2003 #7 diw Feorew Fw F o
Freferfem e a=rdt &, oot —

1. (1) == et =7 wfereg arw (= o gty £ safirs agait 70 aqaT @i St w7
£t ff) wotra fem, 2023 21
(2) 7 ATt 30 ===, 2023 1 7T B

2. TEAT ST (= o afaerey v deafors aeatt A aqaT 97 9t Fww i 3h)
ferw, 2003 F 57| 4 % @2 (F) | “q=AT A= afafEe, 2000 F e X & gt soemt oeat
AT T F T GT T ATATAIH AT zEew defi s o ey, AR, e A areer F et W
Toea " 9TeT AT ok T S0

[T, 2(1)/2022-%f]

6898 GI/2023 1)
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9 THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(i)]

froqur : ger e S F TS, FETE, 9w 0, g9 3, I9-EE (i) § dfengEer wer anan . 220(+),
T 17 7T, 2003 1T Wi 3 o

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the 31% October, 2023

G.S.R. 808(E).—In exercise of the powers conferred by clauses (p) and (q) of sub-section (2) of section 87
of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the following rules
further to amend the Information Technology (Qualification and Experience of Adjudicating Officers and Manner of
Holding Enquiry) Rules, 2003, namely:—

1. (1) These rules may be called the Information Technology (Qualification and Experience of Adjudicating
Officers and Manner of Holding Enquiry) Amendment Rules, 2023.

(2) They shall come into force on the 30 day of November, 2023.

2. In the Information Technology (Qualification and Experience of Adjudicating Officers and Manner of
Holding Enquiry) Rules, 2003, in rule 4, in clause (a), for the words and figures “the contraventions in relation to
Chapter IX of IT Act, 2000, the words and figures “or the contravention of the provisions of this Act or any rule,
regulation, direction or order made thereunder” shall be substituted.

[F. No. 2(1)/2022-CL]
SANDIP CHATTERIJEE, Scientist ‘G’

Note : The principal rules were published in the Gazette of India, Extraordinary, Part II, Section 3, Sub-section (i),
vide notification number G.S.R. 220(E), dated the 17 March, 2003.

Uploaded by Dte. of Printing at Government of India Press, Ring Road, Mayapuri, New Delhi-110064
and Published by the Controller of Publications, Delhi-110054. amTKUMAR oo

KUMARLHSNAL

JAISWAL o D031 19239
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Annexure-1V

Amendment provisions relating to the Information Technology Act, 2000 and the
Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services)
Act, 2016 under the Jan Vishwas (Amendment of Provisions) Act, 2023 (18 of 2023)

THE SCHEDULE
Sl :
NGO Year | No. Short title Amendments
@ @ ©) (4) ®)
32. | 2000 21 | The ()
Information
Technology (A) In section 33, in sub-section (2), for the words
Act, 2000 “punished with imprisonment which may extend up

to six months or a fine which may extend up to ten
thousand rupees or with both”, the words “liable to
penalty which may extend to five lakh rupees” shall
be substituted.

(B) In section 44,—

(1) in clause (a), for the words “one lakh and
fifty thousand” the words “fifteen lakh” shall be
substituted,;

(i1) in clause (b), for the words “five thousand”,
the words “fifty thousand” shall be substituted;

(iii) in clause (c), for the words “ten thousand”,
the words “one lakh” shall be substituted.

(C) In section 45,—

(i) for the words “rules or regulations”, the
words “rules, regulations, directions or orders”
shall be substituted;

(i) for the words “compensation not exceeding
twenty-five thousand rupees to the person
affected by such contravention or a penalty not
exceeding twenty-five thousand rupees”, the
following shall be substituted, namely:-
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“penalty not exceeding one lakh rupees,
in addition to compensation to the person
affected by such contravention not exceeding—

(a) ten lakh rupees, by an intermediary,
company or body corporate; or
(b) one lakh rupees, by any other

person.”.

(D) In section 46,—

(i) in sub-section (1), for the words “under this
Chapter”, the words “under this Act” shall be
substituted,

(ii) in sub-section (1A), the words “injury or”
at both the places where they occur shall be
omitted.

(E) Section 66A shall be omitted.

(F) Insection 67C, in sub-section (2), for the words
“punished with an imprisonment for a term which
may extend to three years and also be liable to
fine”, the words “liable to penalty which may
extend to twenty-five lakh rupees” shall be
substituted.

(G) In section 68, in sub-section (2), for the words
“on conviction to imprisonment for a term not
exceeding two years or a fine not exceeding one
lakh rupees or with both”, the words “to penalty
which may extend to twenty-five lakh rupees” shall
be substituted.

(H) In section 69B, in sub-section (4), for the words
“three years and shall also be liable to fine”, the
words “one year or shall be liable to fine which may
extend to one crore rupees, or with both” shall be
substituted.

() In section 70B, in sub-section (7), for the words
“one lakh”, the words “one crore” shall be
substituted.
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(J) In section 72, for the words “punished with
imprisonment for a term which may extend to two
years, or with fine which may extend to one lakh
rupees, or with both”, the words “liable to penalty
which may extend to five lakh rupees” shall be
substituted.

(K) In section 72A,—

(i) in the marginal heading, for the word
“Punishment”, the word “Penalty” shall be
substituted;

(ii) for the words “punished with imprisonment
for a term which may extend to three years, or
with fine which may extend to five lakh rupees,
or with both”, the words “liable to penalty
which may extend to twenty-five lakh rupees”
shall be substituted.

42.

2016

18

The Aadhaar
(Targeted
Delivery of
Financial and
Other
Subsidies,
Benefits and
Services) Act,
2016

In section 41, for the words “punishable with
imprisonment which may extend to one year or
with a fine which may extend to ten thousand
rupees or, in the case of a company, with a fine
which may extend to one lakh rupees or with both”,
the words “liable to penalty which may extend to
one lakh rupees, or in the case of a company, with
penalty which may extend to ten lakh rupees” shall
be substituted.
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Annexure-V

The amended provisions in respect of 11 sections under the IT Act and in respect 01
section under the Aadhaar Act as they stand after enactment of the Jan Vishwas
(Amendment of Provisions) Act, 2023

Act Sections Earlier provisions Amended provisions
(1) (@) ©) (4)
The ) 33 33. Surrender of licence.—(1) | 33. Surrender of licence.—(1)
Information Every Certifying Authority Every Certifying Authority
Technology whose licence is suspended or whose licence is suspended or
Act, 2000 revoked shall immediately after | revoked shall immediately after
such suspension or revocation, | such suspension or revocation,
surrender the licence to the surrender the licence to the
Controller. Controller.
(2) Where any Certifying (2) Where any Certifying
Authority fails to surrender a Authority fails to surrender a
licence under sub-section (1), licence under sub-section (1), the
the person in whose favour a person in whose favour a licence
licence is issued, shall be guilty | is issued, shall be liable to
of an offence and shall be penalty which may extend to
punished with imprisonment five lakh rupees.
which may extend up to six
months or a fine which may
extend up to ten thousand
rupees or with both.
44 44. Penalty for failure to 44. Penalty for failure to

furnish information, return,
etc.—If any person who is
required under this Act or any
rules or regulations made
thereunder to—

(a) furnish any document,
return or report to the
Controller or the Certifying
Authority fails to furnish
the same, he shall be liable
to a penalty not exceeding
one lakh and fifty thousand

furnish information, return,
etc.—If any person who is
required under this Act or any
rules or regulations made
thereunder to—

(@) furnish any document, return
or report to the Controller or
the Certifying Authority fails
to furnish the same, he shall
be liable to a penalty not
exceeding fifteen lakh
rupees for each such failure;
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rupees for each such
failure;

(b) file any return or furnish
any information, books or
other documents within the
time specified therefor in
the regulations fails to file
return or furnish the same
within the time specified
therefor in the regulations,
he shall be liable to a
penalty not exceeding five
thousand rupees for every
day during which such
failure continues;

(c) maintain books of account
or records, fails to maintain
the same, he shall be liable
to a penalty not exceeding
ten thousand rupees for
every day during which the
failure continues.

(b) file any return or furnish any
information, books or other
documents within the time
specified therefor in the
regulations fails to file return
or furnish the same within
the time specified therefor in
the regulations, he shall be
liable to a penalty not
exceeding fifty thousand
rupees for every day during
which such failure
continues;

(c) maintain books of account or
records, fails to maintain the
same, he shall be liable to a
penalty not exceeding one
lakh rupees for every day
during which the failure
continues.

45

45. Residual penalty.—
Whoever contravenes any rules
or regulations made under this
Act, for the contravention of
which no penalty has been
separately provided, shall be
liable to pay a compensation not
exceeding twenty-five thousand

45. Residual penalty.—Whoever
contravenes any rules,
regulations, directions or
orders made under this Act, for
the contravention of which no
penalty has been separately
provided, shall be liable to pay a
penalty not exceeding one lakh

rupees to the person affected by

rupees, in addition to

such contravention or a penalty

compensation to the person

not exceeding twenty-five
thousand rupees.

affected by such contravention
not exceeding—

(a) ten lakh rupees, by an
intermediary, company
or body corporate, or

(b) one lakh rupees, by any
other person.
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46. Power to adjudicate—(1)

46. Power to adjudicate—(1)

40 For the purpose of adjudging For the purpose of adjudging
under this Chapter whether any | under this Act whether any
person has committed a person has committed a
contravention of any of the contravention of any of the
provisions of this Act or of any | provisions of this Act or of any
rule, regulation, direction or rule, regulation, direction or order
order made thereunder which made thereunder which renders
renders him liable to pay him liable to pay penalty or
penalty or compensation, the compensation, the Central
Central Government shall, Government shall, subject to the
subject to the provisions of sub- | provisions of sub-section (3),
section (3), appoint any officer | appoint any officer not below the
not below the rank of a Director | rank of a Director to the
to the Government of India or Government of India or an
an equivalent officer of a State | equivalent officer of a State
Government to be an Government to be an adjudicating
adjudicating officer for holding | officer for holding an inquiry in
an inquiry in the manner the manner prescribed by the
prescribed by the Central Central Government.
Government.

(1A) The adjudicating officer
(1A) The adjudicating officer appointed under sub-section (/)
appointed under sub-section (/) | shall exercise jurisdiction to
shall exercise jurisdiction to adjudicate matters in which the
adjudicate matters in which the | claim for damage does not exceed
claim for injury or damage does | rupees five crore:
not exceed rupees five crore: Provided that the jurisdiction
Provided that the in respect of the claim for

jurisdiction in respect of the damage exceeding rupees five
claim for injury or damage crores shall vest with the
exceeding rupees five crores competent court. ........
shall vest with the competent
court. ........

66A 66A. Punishment for sending Section 66A shall be omitted

offensive messages through
communication service, etc.—
Any person who sends, by
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means of a computer resource or
a communication device,—

(@) any information that is
grossly offensive or
has menacing
character; or

67C. Preservation and

67C. Preservation and retention

o7C retention of information by of information by
intermediaries.—(1) intermediaries.—(1)
Intermediary shall preserve and | Intermediary shall preserve and
retain such information as may | retain such information as may be
be specified for such duration specified for such duration and in
and in such manner and format | such manner and format as the
as the Central Government may | Central Government may
prescribe. prescribe.
(2) Any intermediary who (2) Any intermediary who
intentionally or knowingly intentionally or knowingly
contravenes the provisions of contravenes the provisions of
sub-section (/) shall be sub-section (/) shall be liable to
punished with an imprisonment | penalty which may extend to
for a term which may extend to | twenty-five lakh rupees.
three years and also be liable to
fine.

68 68. Power of Controller to give | 68. Power of Controller to give

directions.—(1) The Controller
may, by order, direct a
Certifying Authority or any
employee of such Authority to
take such measures or cease
carrying on such activities as
specified in the order if those
are necessary to ensure
compliance with the provisions
of this Act, rules or any
regulations made thereunder.

(2) Any person who
intentionally or knowingly
fails to comply with any order
under sub-section (/) shall be

directions.—(1) The Controller
may, by order, direct a Certifying
Authority or any employee of
such Authority to take such
measures or cease carrying on
such activities as specified in the
order if those are necessary to
ensure compliance with the
provisions of this Act, rules or
any regulations made thereunder.

(2) Any person who
intentionally or knowingly fails
to comply with any order under
sub-section (/) shall be guilty of
an offence and shall be liable to
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guilty of an offence and shall
be liable on conviction to

imprisonment for a term not
exceeding two years or a fine
not exceeding one lakh rupees
or with both.

penalty which may extend to
twenty-five lakh rupees.

69B. Power to authorise to

69B. Power to authorise to

098 monitor and collect traffic monitor and collect traffic data
data or information through or information through any
any computer resource for computer resource for cyber
cyber security.—(1) The security.—(1) The Central
Central Government may, to Government may, to enhance
enhance cyber security and for | cyber security and for
identification, analysis and identification, analysis and
prevention of intrusion or prevention of intrusion or spread
spread of computer contaminant | of computer contaminant in the
in the country, by notification in | country, by notification in the
the Official Gazette, authorise Official Gazette, authorise any
any agency of the Government | agency of the Government to
to monitor and collect traffic monitor and collect traffic data or
data or information generated, information generated,
transmitted, received or stored transmitted, received or stored in
in any computer resource. any computer resource.

2).... 2)....
3).... 3)....
(4) Any intermediary who (4) Any intermediary who
intentionally or knowingly intentionally or knowingly
contravenes the provisions of contravenes the provisions of
sub-section (2) shall be sub-section (2) shall be punished
punished with an imprisonment | with an imprisonment for a term
for a term which may extend to | which may extend to one year or
three years and shall also be shall be liable to fine which
liable to fine. ...... may extend to one crore rupees,
or with both. ......
70B 70B. Indian Computer 70B. Indian Computer

Emergency Response Team to
serve as national agency for
incident response.—(1) The
Central Government shall, by

Emergency Response Team to
serve as national agency for
incident response.—(1) The
Central Government shall, by
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notification in the Official
Gazette, appoint an agency of
the Government to be called the
Indian Computer Emergency
Response Team.

2)to (5) ...

(6) For carrying out the
provisions of sub-section (4),
the agency referred to in sub-
section (/) may call for
information and give direction
to the service providers,
intermediaries, data centres,
body corporate and any other
person.

(7) Any service provider,
intermediaries, data centres,
body corporate or person who
fails to provide the information
called for or comply with the
direction under sub-section (6),
shall be punishable with
imprisonment for a term which
may extend to one year or with
fine which may extend to one
lakh rupees or with both.

3) ....

notification in the Official
Gazette, appoint an agency of the
Government to be called the
Indian Computer Emergency
Response Team.

2)to (5) ...

(6) For carrying out the
provisions of sub-section (4), the
agency referred to in sub-section
(/) may call for information and
give direction to the service
providers, intermediaries, data
centres, body corporate and any
other person.

(7) Any service provider,
intermediaries, data centres, body
corporate or person who fails to
provide the information called for
or comply with the direction
under sub-section (6), shall be
punishable with imprisonment for
a term which may extend to one
year or with fine which may
extend to one crore rupees or
with both.

(8) ....

72

72. Penalty for breach of
confidentiality and privacy.—
Save as otherwise provided in
this Act or any other law for the
time being in force, if any
person who, in pursuance of any
of the powers conferred under
this Act, rules or regulations
made thereunder, has secured
access to any electronic record,
book, register, correspondence,

72. Penalty for breach of
confidentiality and privacy.—
Save as otherwise provided in
this Act or any other law for the
time being in force, if any person
who, in pursuance of any of the
powers conferred under this Act,
rules or regulations made
thereunder, has secured access to
any electronic record, book,
register, correspondence,
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information, document or other
material without the consent of
the person concerned discloses
such electronic record, book,
register, correspondence,
information, document or other
material to any other person
shall be punished with
imprisonment for a term which

information, document or other
material without the consent of
the person concerned discloses
such electronic record, book,
register, correspondence,
information, document or other
material to any other person shall
be liable to penalty which may
extend to five lakh rupees.

may extend to two vears, or
with fine which may extend to
one lakh rupees, or with both.

T2A 72A. Punishment for 72A. Penalty for disclosure of
disclosure of information in information in breach of lawful
breach of lawful contract.— contract.—Save as otherwise
Save as otherwise provided in provided in this Act or any other
this Act or any other law for the | law for the time being in force,
time being in force, any person | any person including an
including an intermediary who, | intermediary who, while
while providing services under | providing services under the
the terms of lawful contract, has | terms of lawful contract, has
secured access to any material secured access to any material
containing personal information | containing personal information
about another person, with the about another person, with the
intent to cause or knowing that | intent to cause or knowing that he
he is likely to cause wrongful is likely to cause wrongful loss or
loss or wrongful gain discloses, | wrongful gain discloses, without
without the consent of the the consent of the person
person concerned, or in breach | concerned, or in breach of a
of a lawful contract, such lawful contract, such material to
material to any other person, any other person, shall be liable
shall be punished with to penalty which may extend to
imprisonment for a term which | twenty-five lakh rupees.
may extend to three years, or
with fine which may extend to
five lakh rupees, or with both.

The 41 41. Penalty for non- 41. Penalty for non-compliance
Aadhaar compliance with intimation with intimation

(Targeted requirements.—Whoever, requirements.—Whoever, being
Delivery of being an enrolling agency or a an enrolling agency or a
Financial requesting entity, fails to requesting entity, fails to comply
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and Other
Subsidies,
Benefits
and
Services)
Act, 2016

comply with the requirements of
sub-section (2) of section 3 or
sub-section (3) of section 8§,
shall be punishable with
imprisonment which may
extend to one year or with a fine

with the requirements of sub-
section (2) of section 3 or sub-
section (3) of section 8, shall be
liable to a penalty which may
extend to one lakh rupees, or in
the case of a company, with

which may extend to ten

thousand rupees or, in the case

penalty which may extend to
ten lakh rupees.

of a company, with a fine which

may extend to one lakh rupees
or with both.
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