


F.No.L-14015/1/2021-HRD
Government of India

Ministry of Electronics and Information Technology
(HRD Division)

Dated: 29th February, 2024

Subject: Reference RTI Application Reg. No.DITEC/R/E/24/00069/2
of Shui Anam Ahmad dated 15.01.2024 under RTI Act. 2005 -
re

Reference RTI Application Reg. No. DITEC/R/E/24/00069/2 of Shri
Anam Ahmad dated 15.01.2024 received from Scientist 'E ' (SS) & CLIO -HRD
Division vide communication no.3(2)/2011-HRD (Vol. VII) dated 09.02.2024
under RTI Act, 2005

2. In this connection, the requisite information in respect of HRD Division
& IT for Masses are enclosed herewith

3. This Issues with the approval of GC (HRD)

(Sonia Rana)
Section Officer

To

Scientist 'E ' (SS) & CPIO (HRO Division)



HRD INPUTS FOR RTIREG. No. DITEC/R/E/24/0D069/2

NarHe af the Applicant
& RTI Registratico No.

Subject Inputs

Shri Anal Ahmad dated
15.0]..2024 registration
no.DiTEC/R/E/24f C069/2

RTI request under the RTI Act, 2005
seeking information on the following
matle6 related k} deepfakes and i
consumer protection: I

Ministry of Electronics an'd Information Technology (MeiltY), Government
of \ India is
implementing the 'information Security Education & Awa enes$ (1SEA}
Project ' for generating human resources in the area of Information
Securityandcreating
generalawareness on various aspects of cyber hygiene/cyber security
knot specifically focusing on deepfakes) amana the masses. Under the
awareness component, 2 o iiae awareness workshops on :Deep fakes
and Security M e a $ u f e s ' (https://wwwyoutube.com/live/zlgErj4Jp-
Q?si=2AQHMtZwRnRIWdUg)nd 'Deep fake: Challenged and
Opportunities'
(https://ww.youtube.com/live/9bVf9Wp9 E.M?sl= bli7fRCe877F HQDm)
have been organized asj:a pad of Cyber Jagfookta Divas covering 5tt
participants. In additions. awareness material in the form of poster.
brochure, etc. I on deepfal(es has
been made llavailable on thee website
https://www.staysafeonlihe.in/topic/decoding-deepfake. Details about
{he iaEA Project is available atwww-iaea.gov in

1. Existing laws and Policies:

(a) Are there any speci8c laws or polices
currently in place in India to address the
misuse of the deepfakes and protect
consumers from harm? if so, please details
of such laws and policies, Including their
scope and effectiveness.
(b) Are there any pending proposal of draft
legislation currently under consideration to
ta(kle the emerging challenges posed by
deepfakes? if $o, please provide details of
these proposal and their status of their
development.

2. Awareness and Education Initiatives

(a) What step is the department taking to
raise awareness about deepfakes and
educate consumers about haw to identify
arid report them? Please provide details
of any ongQj11g auwareness campalgb.



educational maⓖriais, or public out:reach
prog rams
Does the department offer any training or
workshops for stakehol.der such as
consumer organisation, law enforcement
agencies, or NGOs on deepfake detection
and consumers protection strategies? if
so, please provide details of such
initiatives .
Support ⓖf AKected Consumers:

(b)

(a) \P/hat resources are available to support
consumers who have been harmed by
deepfakes? Please provide details of any
legal ald, Identity theft prc③cbon, cr
other assistance programs specifically
designed for victim of deepfake related
scams or attack.

Does the department have any dedicated
complaints mechanism or reporting for
provide deepfake-related inddents a#ecting
consumers. If so, please provide details of
the process and contact information



IT FOR MASSES PROGRAMME INPUTS FOR RTIREG. No. DITEC/R/E/24/00069/2

Name af the Applicant & RTllSubject
.Registration No.

Inputs

Shui Anam Ahmad dated
15.01.2024 registration
no.Dn'EC/R/E/24/00069/2

RTI request under the RTI Act. 2005 seeking NIL
information on the following matters related to
deepfakes and consumer protection :

1. Existing laws and Policies

Ca) Are there any specific laws or polices currently in
place injlndia to address the misuse of the
deepfakes and protect consumers from harms if
so, please details of such laws and policies,
including their scope and eKectiveness.

(5) Are there a6y pending proposal of draft iegisia cn
currently under consideration to tackle the
emerging challenges posed by deepfakes? if so,
please provide details of these proposaland their
SQtus of their development,

2. Awareness and Education Initiatives

(a) What step is the deoarEnent taking to raise
awareness about deepfakes and educate consumers
about how ta identify and report them? Please provide
details of any ongoing awareness campaign,
educationalmaterials, or public outreach programs.
(b) Does the department offer any training or
workshops for stakeholder such as consumer
organisation, law enforcement agencies, or NGOs on
deepfake detection and consumers protectlan
strategies? }f sa, please provide details of such
nitlatives .

(3) Support for Affected Consumers

a) What resources are available to support
consumers who have been harmed by deepfakes?
Please provide details of any legal aid, identity
i:heft protection. or ot:her assistance pⓕgrams
specifically designed for victim of deepfake related
scams or attack.

Does the department have any dedicated complaints
Mechanism or repoaing for provide deepfake-related
incidents affecting consumers. If sa, please provide details
of the process apd gQOtact information.


